PSCR Agenda

8:15 a.m. Open Innovation Overview
Ellen Ryan, Deputy Division ChHESCR Diven
8:30 a.m. De-ldentification Challenge and Tech to Protect Challenge Review

Terese Manley, Prize Competition and Challenge Specialist
CraigConnelly, Prize Competition and Challenge Specialist
9:00a.m. |dentity, Credential, and Access Management (ICAM)
John Beltz, Security Portfolio Lead
9:30 a.m. Break
9:45 a.m. Location Based Services Overview
Jeb Benson, LBS Portfolio Lead
10:15 a.m.  Analytics Overview
John Garofolo, Analytics Portfolio Lead
10:45 a.m.  Future of Preincident Planning Demo (PSCR Lab)
11:05 a.m. Haptics Interface for Public Safety
Scott Ledgerwood, Ul/UX Portfolio Lead
11:35 a.m. Virtual Reality (VR) / Augmented Reality (AR) Demo (PSCR Lab)
12:00 p.m. Questions and Wrap Up



il Overview of PSCR Prize

INNOVATION

Solving the Public Safety needs of C h al I e n g e S

tomorrow...today t



Overview of PSCR Prize Challenges  ~Nisr

x Why Prizes Challenges?
X Lessons Learned

X NIST PSCR Prize Challenges



Why PSCR Prize Challenges?

Need multidisciplinary publigrivate partnerships
AY FNBFa gKSNB t{/ wQa AYyiSNY
likely achieve the outcome, working alone.

Pay only for winning solutions Significanpreparation and planning
needed to run an effective and engaging
prize challenge

Raise awarenessf the communication |New to NISTInternal resources not
challenges faced by First Responders |typically wellversed on how to execute
prize challenges

Stimulate private sector investmenby | Winning solutiordoes not typically yield
creating an innovation pipeline marketready, commercialized product




Lesson #1: Life Cycle of a PSCR Prize Challenger

PSCR Prize Challenge Lifecycle

. Concept

Research

Build Challenge
Launch

Run

Review

. Judge

. Award

. Reporting & Evaluation
O.Implement Solutions
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Lesson #2: Challenge Design Decision Reiats

Host & Manage
Prize Challenge

Problem Type of Challeng Onetime or Intellectual
Statement Phases Property
Prize Purse Soft Incentives Judging &

Incentives Measuring Success

Communications PostAward
Goals




Lesson #3: Managing Expectations NIST

Technical Team Open Innovation Team

AChallenge development

ALeads the technical research

Success of the Challenge  AFacilitates paperwork for NIST

. _ '« Approval process
2 Kl UQa bSEUpr P

Implement Solutions A oytreach through NIST channels

ARecommends industry
experts for judges/SMEs

ASupports challenge design

Public Safety Mission | ANegotiates with NIST Legal Counsel
Budget: Prize Purse

Alnterfaces with contestants

AManages SME/Judging process

ABudget: Implementation Costs




Past PSCR Prize Challenges

2017 The Future of Public
Safety Technology
Challenge

U Challenge Submit avideo concepthat
will inspire Americans to help develop
the public safety technology of
tomorrow.

U Prize Purse$100,000

2018 Unmanned Aerial Systems
Flight and Payload Challenge

U ChallengeKeep a UAS and its
payload airborne for the longest
time possible.

U Prize Purse: $432,000

2018 Virtual Reality Heads -
o~ | Up Display Navigation
. Challenge

U ChallengeCreate a headsp
RAALIX @ o1 ! 50 F2NJ FANRI
navigation with unimpeded visual

aids.
U Prize Purse: $125,000

2018/2019 Differential Privacy
Synthetic Data Challenge
U Creating new methods of data 1
de-identification for practical utility through
developing differential privacgynthetic
datasets.
U Prize Purse: $185,000




Current PSCR Prize Challenges

Expanding the SIM Card Use for

Public Safety Challenge
Challenge:

U Develop a method to securely store
data on the SIM card and develop an
application to provide Authentication
Credential Use with our FIDO 2
authenticationpartners

U Prize Purse: $100,000

PSCROos Haptic |
Public Safety Challenge

U ChallengeCreate and integrate
a haptic interface into a virtual
reality environment for first
responders

U Prize Purse: $425,000
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USE YOUR SECURITY OR
DEVELOPMENT EXPERTISE
TO HELP PUBLIC SAFETY
OFFICIALS!

$100Kk in prizes!

Tech To Protect Challenge

Challenge:

U 10 coding contests to solve
technology challenges faced
by emergency responders

U Prize Purse: $2.2M

[g*f'ECH TO
PROTECT

CHALLENGE

PARTICIPATE ONLINE// ‘

OR IN PERSON
H#TECHTOPROTECT

eld throughout 2019, both
online and at 10 in-person
S.

technology challenges that
emergency nders face.
s will include
mobile apps, software
applications, user interfaces,
data systems and more.
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Data Sharing & Differential Privacy NIST

ublic Safety has an immediate need for data analysis

Agencies are using advanced communications technology
Informed decisiormaking and increase safety

Share data freely for better predictions of incidents

Reaitime analytics
Ensure data privacy

Researchers have an immediate need for utility
A Datasets should not be shared without privacy protection —BRBYEC
A Differential Privacy is a growing standard foridentification . o

A Tradeoffs between data privacy and utility ;

A Benchmarking is needed to take theory to practical application




Synthetic Data Generation

Parameters and
Privacy Noise

Alice 38 F ............... PO 16 M ..

Bob 15 M v PL 50 Mo
Carla 40 F oo # Synthetic Data P2 82 F o
Dan 25 M v P3 35 F s
Eun 31 F e Generator P4 29 F oo

Fred 60 M................ PS5 B2 F oo

Ground Truth Data Synthetic Data

Data on real Data on sanitized
individuals individuals




Advancing Differential Privacy NIST

FUTURE

loading...

Quickly worsening privacy risks have
brought Differential Privacy into a perio
of rapid advancement and adoption

Planned use in the 2020 Census and
current use by Google and Apple;
Increase In state and local data sharing

Moving from theory to practice,
benchmarking and competitive
algorithm development are crucial
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metrology expertise



The ChallengeDeveloping a Design NIST

Challenge Objective: Support rapid advancement in the development of high
guality, practically usable differentially private data release tools

Phase 1 Phase 2

0 Summer 2018 0 Oct 2018 May 2019
0 Concept phase 0 Empirical phase

O Teams proposed O Teams developed

DP algorithms as software solutions
white papers Seqguence of 3 Matche
0 Winners chosen by Leaderboard showed
judge panel and synthetic data quality
H=GHD=AK ; @QGA; = scores
0 HeroX platform Topcoder platform
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